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Product Highlights

Ordering Summary

Full Documentation    https://wiki.newae.com/CW308T-CEC1702
Hardware Design         https://github.com/newaetech/chipwhisperer-target-cw308t
Firmware Example      https://github.com/newaetech/chipwhisperer/tree/develop/hardware/victims/firm-
ware/

Product Links

Microchip CEC1702 target device.

SPI Flash chip includes bidirectional buffer to allow (a) programming of on-board SPI flash chip with external program-
mer, (b) sniffing SPI traffic without loading data lines, and (c) triggering on SPI traffic. 

Example implementation of firmware projects that run on this device, including use of cryptographic AES accelerator.

Documentation on some of the unique features of the CEC1702 including the odd fuse requirements can be found on 
the wiki.

It is required to use a JTAG debugger for this device to simplify development and debug - we highly recommend an 
Arm JTAG programmer such as a Segger J-Link. If you wish to program the on-board SPI flash memory (the device has 
no FLASH memory itself) a SPI programmer is required. See wiki for full details and pinout.

Full design files are available under an open-source license.

The CEC1702 has the unique CEC1702 chip from Microchip 
which features a Cortex M4F. This device contains extensive 
hardware cryptographic accelerators, including public key 
accelerators.

This device requires at minimum a JTAG programmer, but as 
it does not contain internal flash you also may need a SPI flash 
programmer if you wish to program the on-board SPI flash 
memory.

The baseboard is designed to allow various measurements to 
be performed, including on both the device during regular 
operation as well as during the loading process.

CEC1702 UFO Target

CW308 UFO Baseboard REQUIRED for use!

Programmer REQUIRED for use!

NAE-CW308T-CEC1702   Microchip CEC1702 UFO Target Board.
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